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CIT 101. Computing Skills. (1)
Hands-on introduction to the use of current popular software and
information retrieval tools. Self-paced and traditional instruction
methods are used. A headnote specifies the instructional method
and particular software tool. Note: a maximum of nine credit
hours of CIT 101, CSE 141, and CIT 154 can be used toward degree
requirements. A maximum of three credit hours will be awarded
among CIT 101W, 101S, and 101D, and CIT 154. A maximum of three
credit hours will be awarded among CIT 101F, 101G, and 101V, and CIT
173. Credit/no credit only. Not open to CSE majors.

CIT 102. Digital Media and Design Tools. (2; maximum 6)
Practical and applied approach to digital media and design tools using
industry standard software. The type of software studied will vary,
and the course may be repeated for different software tools. The
particular software used for the course will be specified as a note
on the schedule. Up to six hours of credit may be applied toward
graduation.

CIT 154. Personal Computer Concepts and Applications. (3)
Survey course for students who wish to become computer literate
and make practical use of microcomputers. Survey of various
hardware components and software systems used by current
microcomputers. Includes hands-on experience with various
software packages including word processing, spreadsheet, database
management, and graphics. Not open to CSA baccalaureate majors.
Credit awarded for only one of these: CMR 181 or CIT 154.

CIT 167. Information Technology People and Practices. (2)
This course is designed for new Miami students who also have
declared or would like more information about the IT major. First,
through reflection, self-assessment and group discussions, students
gain a sense of belonging at Miami, plan how to make the most of
their time at Miami, and establish a foundation for academic and co-
curricular success. Second, students are introduced to computer and
information technology and its role in society and the work place.
Students will explore careers available to technology professionals
and the use of technology in various domains, with an emphasis
on technical problem solving, technical infrastructure, teamwork,
and communication. Note: This course meets the requirements for
UNV 101.

CIT 168. Information Technology Tools and Techniques for
Organizations. (4)
An introduction to fundamental IT tools and techniques to solve
technological problems for organizations. Students will use software
and/or hardware tools to explore network fundamentals, web
programming, data management and storage, and operating systems.
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CIT 177. Independent Studies. (0-6; maximum 10)

CIT 201. Advanced Spreadsheets and Analytics. (3)
Hands-on instruction in advanced spreadsheet techniques using
current popular software and information retrieval tools. Additionally,
students will be introduced to basic analytic methods. 
Prerequisites: CIT 101S or CIT 154 or CMR 181 or CSE 148.

CIT 205. Agile Launchpad I. (3)
Agile is a term for a set of values, principles, and practices that have
been shown to improve the efficiency, productivity, and quality of
product development and delivery, especially for software products.
The key objectives are to deliver a working product that meets
the needs of a customer while mitigating risk in the development
process. This course addresses the theory and practice of Agile in the
context of dispersed teams. Students will learn and apply the values,
principles, and practices of Agile while working in multi-disciplinary
teams. The course includes a significant practicum experience in
which students collaborate with a customer to develop a problem
solution using the Agile approach. 
Prerequisite: ENG 111 or ENG 109.

CIT 214. Database Design and Development. (3)
Practical and applied approach to database management design
and development. Introduction to database planning, design and
management, data modeling and representation, and fundamental
concepts of database access. Includes the study of design models
with a focus on the relational model and includes the commonly used
database systems. Will include hands-on experiences. 
Prerequisite: CIT 168.

CIT 225. Fundamentals of DevOps [ICAgile]. (3)
An introduction to DevOps thinking as an extension to Agile.
Introduces the concepts of configuration management, continuous
integration and continuous delivery that support DevOps and covers
the cultural changes required for successful DevOps implementation.
This course leads to an ICAgile certification. 
Prerequisite: CIT 205 and CSE 163.

CIT 231. Healthcare Information Technology Around the World. (3)
This course provides a background into the history of, and a current
overview of, healthcare IT in the US and around the world. Students
will examine how clinical, financial, and administrative data flows
through the healthcare organization, and how information technology
can be used to improve patient outcomes. IIIB. PA-4C, SI-03, SI-05.

CIT 253. Contemporary Programming Languages. (3)
Presents syntax and semantics of a particular programming language
currently popular in industrial or academic settings. Addresses
fundamental program construction, good software design and
programming style, and development of applications focused on the
strengths and special features of the language. Covers fundamental
and advanced topics in the language. Course may present languages
such as C++ (in 253.C), Perl (in 253.P), and others as they may emerge.

Prerequisite: CSE 163 or CSE 174, or permission of the instructor.

CIT 258. Introduction to Global Cybersecurity. (3)
An introduction to global cybersecurity. Provides practical experience
in evaluating, monitoring, and hardening assets against cyber threats.
This course leads to the CompTIA Security+ certification. PA-4C, SI-03.
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CIT 262. Technology, Ethics, and Global Society. (3)
Inquiry into a wide range of information technology issues, from
moral responsibilities affecting professionals to wider ethical
concerns associated with information technology in day-to-day living.
Topics include general aspects of ethics; common ethical theories;
professional codes of ethics in IT; privacy, security and reliability in
using computer systems and the internet; issues and responsibilities
in internet usage; legal issues in IT; global perspectives of computing
issues; and general problems related to ethical and responsible
computing. Not open to first-year students. IIB, IIC. 
Prerequisites: ENG 109 or ENG 111. 
Cross-listed with CSE 262.

CIT 263. Advanced Topics in Programming. (3)
Topics include using data from multiple sources, creating and
deploying modules, and integrating advanced features of the
programming language. Additional concentration on debugging, error
detection, and testing programs for robustness. 
Prerequisite: CSE 163.

CIT 268. Introduction to Human-Computer Interaction. (3)
Inquiry into a wide range of Human Computer Interaction (HCI)
issues ranging from the understanding and advocacy of the user
in the development of IT applications and systems, to the technical
components of design. Topics include foundations of HCI, the nature
of the HCI design process, technical aspects and limitations of
selected 'technologies' related to HCI, user-centered methodologies
for development and deployment, task analysis, ergonomics,
accessibility standards, emerging technologies, and principles
and methodologies of effective interface design and evaluation.
This course will also address appropriate communication skills
for effective human-to-human interaction as the foundation for
developing effective, user-centered designs. 
Prerequisite: CIT 168.

CIT 270. Special Topics in Computer and Information Technology.
(1-3; maximum 6)
In-depth study and analysis of a topic of special or emerging interest
in Computer and Information Technology. 
Prerequisite: sophomore standing or permission of instructor.

CIT 273. Web Application Development. (3)
This course addresses the development of interactive web
applications using both client and server side technologies. Topics
include client-side scripting, server-side scripting, persistence,
connectivity issues and their implementation, access and updating of
databases via web interfaces, and the use of embedded multimedia.
Current technologies will be used to program and implement the web
applications. 
Prerequisite: CIT 214 or permission of instructor.

CIT 276. IT Systems Design and Lifecycle Management. (3)
Review of systems development and project management
fundamentals for IT. Topics include current project lifecycle
development frameworks, tools and techniques used to support
requirements gathering, systems analysis, project management,
testing, maintenance, and support. Not open to CSE or ISA majors. 
Prerequisite: CIT 214 or permission of instructor.

CIT 277. Independent Studies. (0-6; maximum 10)

CIT 281. Enterprise Network Infrastructure. (3)
Introduces the design and implementation of enterprise networks
using industry-standard infrastructure operating systems. Topics
will include selection of routing protocols, router configuration,
advanced topics in network addressing, LAN switch configuration,
VLAN configuration, inter-VLAN routing, port security, and enterprise
wireless design. 
Prerequisite: CIT 168.

CIT 284. Enterprise Server Installation and Configuration. (3)
Covers the installation and configuration of industry-standard server
solutions. Students will use virtual machines, and explore virtual
networking. Topics will include client and server operating system
selection, installation, management and troubleshooting; design
and implementation of a directory services model; user-creation
and management; and implementation of a variety of server-based
applications and services. 
Prerequisite: CIT 168.

CIT 286. Designing and Deploying Secure Enterprise Networks. (3)
Integrates clients, servers and infastructure components into a
secure network design. Students will learn about common network-
based vulnerabilities, corresponding mitigation solutions, and
structured testing methods. Topics will include infrastructure security
concepts, protocols, and devices. Students will learn about device
hardening, configuration of server and router-based ACLs, and firewall
configuration concepts. 
Prerequisite: CIT 281.

CIT 306. Agile: Business Value Analysis. (3)
Agile is a term for a set of values, principles, and practices that have
been shown to improve the efficiency, productivity, and quality of
software development and delivery.  This course focuses on value-
driven project delivery, the accompanying mindset, and key agile
practices designed to emphasize customer value. Additionally, the
course explores creating organizational and team environments
conducive to frequent and transparent collaboration between the
business and development teams. Students who complete this course
earn the ICAgile Business Value Analysis certification. This certification
provides an excellent foundation in value-based agile solutions
delivery. 
Prerequisite: CIT 205.

CIT 307. Agile: Project Management. (3)
The key objectives of this course focus on core components of agile
project management as distinct from traditional project management,
and on equipping course participants with strategies and techniques
for successful Lean and Agile project implementation. Agile is a
term for a set of values, principles, and practices that have been
shown to improve the efficiency, productivity, and quality of software
development and delivery. A servant leadership mindset and
approach is critical to empowering agile teams to produce great
results. Students will practice the role of an agile project manager and
a facilitator of agile practices towards achieving desired outcomes.
Students who complete this course will earn the ICAgile Project
Management certification. This certification also takes a much more
in-depth look at the fundamental agile concepts of adaptive planning,
customer collaboration, and value-driven delivery in dynamic and
sometimes highly constrained environments. In addition, the learning
outcomes address agile approaches to standard project management
processes such as metrics, reporting, and contract management. 
Prerequisite: CIT 205.
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CIT 331. Healthcare Workflow and Process Improvement. (3)
Examination of how data can be used to improve workflow and assist
in continuous quality improvement in healthcare settings. Emphasis is
on the analysis of data needs, interpretation of workflow analysis. 
Prerequisite: CIT 231. 
Co-requisite: CIT 338.

CIT 338. Business Intelligence Tools. (3)
This course is designed as an exploration of the business intelligence
tools used by organizations in decision making. Students will be
introduced to a variety of analytic tools. These tools will be used to
employ a variety of techniques to discover and analyze small and
large data sets. 
Prerequisite: CIT 201 or CMR 282.

CIT 340. Internship. (0-20)

CIT 348. Information Management and Retrieval. (3)
This course will apply information technology to databases to support
decision making. It will address information technology techniques as
they apply to information lifecycle issues in a variety of domains. This
course will include hands-on use of current information technology
for organizational needs analysis, data acquisition and storage
through data contextualization, and information retrieval effective
use. Participants will analyze new tools and techniques for suitability
to specific information management and retrieval objectives. Topics
include data storage and retrieval techniques, data transformation,
tool analysis and evaluation, information presentation, data mining,
and organizational information need analysis. 
Prerequisites: CIT 214 and STA 261 or STA 368 or ISA 205.

CIT 357. Current Practices in Information Technology. (3)
Investigation of current practices, tools, and applications of
Information Technology. Emphasis is on structured research
techniques, critical analysis, and presentation of technical materials. 
Prerequisite: CIT 338; or CIT 307 and (CSE 153 or CSE 174); or CIT 358;
or CSE 271.

CIT 358. Ethical Hacking. (3)
A hands-on course allowing students to assess the security posture
of an enterprise environment. Students will evaluate fundamental
threat vectors and utilize current exploitation techniques to penetrate
systems (red team/blue team) in a simulated network. Prepares
students for Ethical Hacking Certification. 
Prerequisite: CIT 258.

CIT 370. Special Topics in Computer and Information Technology.
(1-3; maximum 6)
In-depth study and analysis of a topic of special or emerging interest
in Computer and Information Technology. 
Prerequisite: permission of instructor.

CIT 376. IT for Organizations. (3)
This course explores the management of the many aspects of an
IT organization. It further examines the relationship and alignment
between the IT functions and its’ support of the overall strategic goals
of the organization. 
Prerequisite: CIT 205.

CIT 377. Independent Studies. (0-6; maximum 10)

CIT 386. Designing/Deploying Secure Networks. (3)
Integrates clients, servers and infrastructure components into a
secure network design. Students will learn about common network-
based vulnerabilities, corresponding mitigation solutions, and
structured testing methods. Topics will include infrastructure security
concepts, protocols, and devices. Students will learn about device
hardening, configuration of server and router-based ACLs, and firewall
configuration concepts. 
Prerequisite: CIT 281.

CIT 431. Health Information Technology I. (3)
Examination of information technology and related systems in
healthcare settings, particularly as they pertain to clinical systems.
Emphasis is on the analysis of data needs, interpretation of workflow
analysis, and investigation into interoperability requirements and
standards. 
Prerequisite: CIT 231.

CIT 432. Health Information Technology II. (3)
Continued examination of information technology and related
systems in healthcare settings, particularly as they pertain to non-
clinical systems such as healthcare administration and financial
systems. Emphasis is on the analysis of data needs, security analysis,
data reporting, and the design and development of HIT projects. 
Prerequisite: CIT 431.

CIT 448. Global and Strategic Issues in Information Technology. (3)
While information technologies remain the same across national
borders, their usage and context change according to country cultures
and national laws. Features such as information infrastructure,
languages, business practice, intellectual property protection, and
tariffs impact the adoption of IT in a transnational organization. In this
course, students will define global technology issues and their impact,
understand cultural differences and their effect on standards for the
use of technology, develop resources to make informed decisions
personally and professionally, and generally raise global awareness
within an IT context. 
Prerequisite: CIT 262/CSE 262 or permission of instructor.

CIT 457. IT Project Lifecycle I: Requirements and Design. (3)
Students undertake all phases of information technology (IT)
systems design and implementation, conducting a major IT project,
working singly or in collaboration with other students under the
direction of a faculty or external project sponsor. With instructor
permission, students may elect to pursue a co-curricular activity.
All elements of the IT project lifecycle are considered including
analysis, requirements, design, user and feasibility studies, ethical
considerations, implementation, testing, documentation, and system
rollout. In CIT 457, students work through pre-implementation to
produce a detailed requirements and design proposal (and potentially
prototype systems). In CIT 458, students implement, test, and rollout
their systems. EL. SC. 
Prerequisites: CIT 357 and senior standing.
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CIT 458. IT Project Lifecycle II: Implementation and Deployment.
(4)
Students undertake all phases of information technology (IT)
systems design and implementation, conducting a major IT project,
working singly or in collaboration with other students under the
direction of a faculty or external project sponsor. With instructor
permission, students may elect to pursue a co-curricular activity.
All elements of the IT project lifecycle are considered including
analysis, requirements, design, user and feasibility studies, ethical
considerations, implementation, testing, documentation, and system
rollout. In CIT 457, students work through pre-implementation to
produce a detailed requirements and design proposal (and potentially
prototype systems). In CIT 458, students implement, test, and rollout
their systems. EL. SC. 
Prerequisite: CIT 457.

CIT 468. Health Information Technology Project Lifecycle. (4)
This course is designed for Health Information Technology majors.
Students design and implement an information technology (IT)
solution to a healthcare problem, working singly or in collaboration
with other students under the direction of a faculty or external project
sponsor. With instructor permission, students may elect to pursue a
co-curricular activity. SC. EL. 
Prerequisites: CIT 338, CIT 348, and CIT 357.

CIT 470. Advanced Topics in Information Technology. (3;
maximum 6)
Examination of advancing technologies that are timely, unique, or
experimental and not usually given substantial treatment in regular
course offerings. May be repeated once if topic changes. Look for a
notation in the course listing that provides additional detail about
which special topic is being covered at the advanced level. 
Prerequisite: CIT 357 or permission of instructor.

CIT 477. Independent Studies. (0-6; maximum 10)

CIT 480. Advanced Topics in Cybersecurity. (3; maximum 6)
Examination of emerging cybersecurity threats and tools to address
these threats and not usually given substantial treatment in regular
course offerings. May be repeated once if topic changes. Look for a
notation in the course listing that provides additional detail about
which special topic is being covered at the advanced level. 
Prerequisite: CIT 357 or permission of instructor.

CIT 490. Advanced Topics in Agile. (3; maximum 6)
Advanced applications of Agile that are timely, unique, or
experimental and not usually given substantial treatment in regular
course offerings. May be repeated once if topic changes. Look for a
notation in the course listing that provides additional detail about
which special topic is being covered at the advanced level. 
Prerequisite: CIT 357.


